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Art Unit: 2134 

DETAILED ACTION 

1 . This office action is in response to applicant's response filed on 09/26/2007. 

2. Claims 1-28 and 30-34 are pending. 

3. Claim 29 is cancelled. 

4. Claims 1-28 and 30-34 are amended. 

5. Applicant's arguments have been fully considered but they are not persuasive. 



Response to Arguments 

1 . Applicant, on pages 20, 21 to page 22, line 14, of the remarks, argues "Chatani 
does not teach providing a user with a storage device storing identification information 
identifying the storage device and for storing an identification information list comprising 
identification information identifying recent document readers previously operated with 
the storage device; and determining possible fraudulent use of the storage device 
based upon the information list that is transmitted to the server, the server comparing 
the identification information in the information list with an authorized or fraudulent 
document reader list for determining fraudulent use of the storage device." 

Examiner respectfully disagrees and asserts that Chatani discloses the memory 
card stores various firmware parameters and operating environment data that are 
specific to the particular network game console that the card is installed in. For 
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example, the memory card can be used to store the identification number (ID) assigned 
to the particular game console [paragraph 24]; and when the user makes a purchase, 
either through on-line or off-line means (e.g., telephone), a database record is 
maintained which records both the serial number of the playback machine and the serial 
number of the disk. If the user is ever forced to replace their playback machine, he or 
she could request a new unlock key by inserting the disk into the new playback 
machine. The database then confirms that the disk serial number shows a purchase 
against it and therefore allows a new unlock key to be generated for the user 
v[paragraph 60]. Once the user has received the unlock key, it can be entered into the 
playback machine through input means, such as a keyboard or some form of virtual 
keyboard. The playback machine stores the unlock key in a static memory area, such 
as a memory card or hard disk space. Upon execution, the main application program of 
the purchased software product verifies that the key is authentic and correct for that 
specific disk and playback machine. Assuming that the key is authentic, the main 
application is unlocked. For added security, the main executable file can be encrypted 
so that it cannot easily be hacked by an unauthorized user [paragraph 63]. 

2. Examiner, however, in light of the above submission maintains the previous 
rejections while considering the amendments to the claims as follows: 
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Claim Rejections - 35 USC § 102 



1 . The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 



2. Claims 1-28 and 30-34 are rejected under 35 U.S.C. 102(e) as being anticipated 
by Chatani et al., Pub. No. US 2002/0104019 A1 (hereinafter Chatani). 

Referring to claims 1 , 9, 17, 25 and 26, Chatani teaches a method which is 
inherently a method for securing circulation of an encrypted digital document to be 
reproduced with a document reader, the method comprising: 

providing a user with a storage device (smart card) storing identification 
information identifying the storage device and for storing an identification information list 
comprising identification information identifying recent document readers previously 
operated the storage device [page 3, paragraph 0024, lines 6-11 and fig. 1]; 

transmitting to a server over a digital data transmission network from the storage 
device to the server upon connection of the storage device to the server by a terminal 
connected to the digital data transmission network and to the storage device 
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information identifying the digital document to be reproduced, and 

the information list and the identification information of the storage device,[page 

2, paragraph 0017, lines 1-7 and page 7, paragraph 0058, lines 3-5]; 

identifying from the server the storage device on the basis of the information 

identification of the storage device transmitted to the server [page 2, paragraph 0016, 

lines 3-6]; 

determining possible fraudulent use of the storage device based upon the 
information list that is transmitted to the server, the server comparing the identification 
information in the information list with an authorized or fraudulent document reader list 
for determining fraudulent use of the storage device [page 8, paragraph 0060, lines 
17-29 and paragraph 0063, lines 1-8]; 

if the storage device is not being fraudulently used, then transmitting over the 
digital data transmission network from the server to the computer terminal a decryption 
key specific to the digital document to be reproduced, with the decryption key being 
stored in the storage device [page 8, paragraph 0063, lines 8-11]; 

decrypting the digital document using the stored decryption key by the document 
reader connected to the storage device [page 4, paragraph 0032, lines 6-9; and 

reproducing the digital document decrypted by the document reader [page 6, 
paragraph 0048, lines 11-14]. 

Referring to claims 2, 10, 18 and 27, Chatani teaches the method for secure 
distribution of digital document, wherein the decryption key is transmitted from the 
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storage device to the document reader only if the document reader is authorized [page 
6, paragraph 0045, lines 1-3 and page 6, paragraph 0048, lines 11-14]. 

Referring to claims 3,11,19 and 28, Chatani teaches the method for secure 
distribution of digital document, wherein if the storage device is being fraudulently used, 
then the decryption key is not transmitted from the server to the storage device; and 
further comprising deactivating the storage device by the server for prohibiting further 
use of the storage device [page 8, paragraph 0063; inherently transmit the unlock 
key/decryption key from the server to the user if the user is unauthorized]. 

Referring to claims 4, 12, 20 and 30, Chatani teaches the method for secure 
distribution of digital document, wherein the information list also identifies unauthorized 
document readers; and wherein fraudulent use of the storage device is also determined 
if the identification information associated with the document reader is on the 
information list [page 6, paragraph 0044, lines 1-4]. 

Referring to claims 5, 13, 21 and 31, Chatani teaches the method for secure 
distribution of digital document, wherein the server builds from the identification 
information of the storage device and from the information list received from the storage 
device a table containing, for each identified document reader, a number of different 
storage devices used with the document reader; and further comprising: 
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determining that a particular document reader is unauthorized if the 
corresponding number of different storage devices used with this particular document 
reader exceeds a threshold [page 1, paragraph 0006, lines 13-18], and 

inserting the identification information of the document reader determined to be 
unauthorized into an unauthorized document reader list [page 5, paragraph 0006, 
lines 17-24; the authorized identification information stored in the memory card is 
inserted into the authorized Interactive Computer Entertainment System which is 
inherently inserted the unauthorized identification information of the document reader 
into an unauthorized document reader list]. 

Referring to claims 6, 14, 22 and 32, Chatani teaches the method for secure 
distribution of digital document, wherein if the storage device is being fraudulently used, 
then the decryption key is not transmitted over the digital data transmission network 
from the server to the storage device [page 8, paragraph 0063; inherently transmit the 
unlock key/decryption key from the server to the user if the user is authorized over a 
transmission network]. 

Referring to claims 7, 15, 23 and 33, Chatani teaches the method for secure 
distribution of digital document, wherein if the storage device is being fraudulently used, 
then the server deactivates the storage device over the digital data transmission 
network for prohibiting any further use of the storage device for reproducing a digital 
document [page 7, paragraph 0058, lines 21-30; if the storage device is not 
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fraudulent/authorized, inherently the identification information stored in the storage 
device has to be associated with the document reader so that it can be 
played/reproduced]. 

Referring to claims 8, 16, 24 and 34, Chatani teaches the method for secure 
distribution of digital document, wherein the decryption key specific to the digital 
document being reproduced is stored in the storage device in association with the 
information identifying the digital document to be reproduced; and wherein the 
document reader transmits to the storage device the information identifying the digital 
document that has been transmitted to it for reproducing, and then receives from the 
storage device the decryption key associated with the information identifying the digital 
document for decrypting the digital document [page 4, paragraph 0032, lines 6-9 and 
page 6, paragraph 0048, lines 11-14]. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Yonas Bayou whose telephone number is 571-272- 
7610. The examiner can normally be reached on m-f,7:30-5:00. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kambiz Zand can be reached on 571-272-381 1 . The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



Yonas Bayou 
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